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Debates about “lethal autonomous weapon systems” (LAWS) and so-called “killer robots”
have dominated legal and ethical discussions of military artificial intelligence over the past
decade. Yet contemporary military Al capabilities extend well beyond autonomous weapons,
encompassing intelligence, surveillance, and reconnaissance (ISR), command-and-control
decision support, cyber operations, logistics, and training. This article maps how “autonomy”
and “military AI” have been framed in policy, law, and ethics, and proposes a functional
framework aligned with current military practice and emerging Al-enabled operations. It first
situates today’s autonomy discourse within a longer trajectory of military automation and
delegated control. It then shows how academic and strategic literature has expanded from a
LAWS-centered lens toward broader conceptions of algorithmic warfare and Al-enabled
defense. Building on this evolution, the article presents a three-axis framework organized by
(1) purpose of use, (ii) type of effects, and (iii) role in the decision chain, alongside working
definitions of autonomous weapon systems (AWS) and LAWS. It concludes that structuring
legal, ethical, and policy analysis around functions, effects, and control modalities—rather than
labels alone—better captures the spectrum of military Al and supports coherent governance.
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1. Introduction

Over the past decade, debates about artificial intelligence in warfare have been
dominated by concerns over “lethal autonomous weapon systems” (LAWS) and the
specter of so-called “killer robots.”! Legal, ethical, and policy discussions—particularly
those conducted under the framework of the Convention on Certain Conventional
Weapons (CCW)—have often centered on whether, and under what conditions,
machines may be permitted to select and engage targets without direct human
intervention.? This focus has played an important agenda-setting role, foregrounding
issues of human control, accountability, and compliance with international humanitarian
law (IHL).> At the same time, it has tended to narrow the analytical lens through which
military uses of Al are understood. Contemporary military Al capabilities extend far
beyond fully autonomous weapon systems. Today, algorithmic and machine-learning
systems are deployed across the defense lifecycle, including intelligence, surveillance,
and reconnaissance (ISR); command-and-control decision support; logistics and
sustainment; cyber and information operations; training and simulation; and force
protection.* Many of these systems are non-lethal and non-kinetic at the point of use.
Yet, they may shape targeting decisions, escalation dynamics, and humanitarian
outcomes in ways that are legally and ethically consequential.’ As a result, an exclusive
or near-exclusive focus on LAWS risks obscuring the broader transformation of military
practice driven by Al-enabled systems.

This article argues that debates about “military AI” require a more precise and
functionally grounded conceptual vocabulary than that provided by the dominant LAWS
framing. Rather than treating autonomy as a monolithic or binary property or treating

! See Peter Asaro, On Banning Autonomous Weapon Systems: Human Rights, Automation, and the
Dehumanization of Lethal Decision-Making, 94 Int’l Rev. Red Cross 687 (2012); Rebecca Crootof, The
Killer Robots Are Here: Legal and Policy Implications, 36 Cardozo L. Rev. 1837 (2014).

2 See Convention on Certain Conventional Weapons (CCW), Group of Governmental Experts on
Emerging Technologies in the Area of Lethal Autonomous Weapons Systems, Final Report, U.N. Doc.
CCW/GGE.1/2019/3 (Sept. 25, 2019).

3 See Jack M. Beard, Autonomous Weapons and Human Responsibilities, 45 Geo. J. Int’l L. 617 (2014);
Ingvild Bode, Practice-Based and Public-Deliberative Normativity: Retaining Human Control over the
Use of Force, 29 Eur. J. Int’l Rel. 753 (2023); Mariarosaria Taddeo et al., Ethical Principles for Artificial
Intelligence in National Defence, 34 Phil. & Tech. 439 (2021).

4 See Ingvild Bode & Tom F. A. Watts, Algorithmic Warfare: Taking Stock of a Research Programme, 37
Global Soc’y 1 (2023); Mariarosaria Taddeo, The Ethics of Artificial Intelligence in Defence (Oxford Univ.
Press 2024); Shawn Wasilow & Jason Thorpe, Artificial Intelligence, Robotics, Ethics, and the Military:
A Canadian Perspective, 40 A1 Mag. 47 (2019); Jeroen G. W. C. Schraagen, Responsible Use of Al in
Military Systems: Prospects and Challenges, Ergonomics (2023).

> See Mariarosaria Taddeo & Luciano Floridi, Regulate Artificial Intelligence to Avert Cyber Arms Race,
556 Nature 296 (2018); Forrest E. Morgan et al., Military Applications of Artificial Intelligence: Ethical
Concerns in an Uncertain World (RAND Corp. 2020); William N. Caballero & Phillip R. Jenkins, On
Large Language Models in National Security Applications, Stat (2024).
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military Al as synonymous with autonomous weapons, the article advances a functional
analytical framework that aligns legal and ethical analysis with how contemporary
military organizations actually design, deploy, and govern Al-enabled capabilities.® The
article makes three main contributions.

First, it situates current debates within a longer historical trajectory of military
automation, showing that delegated control over guidance, targeting, and engagement
functions long predates contemporary Al and machine learning. From Cold War—era
cruise missiles and remotely piloted aircraft to naval close-in weapon systems, militaries
have relied on systems that execute critical functions once activated, under predefined
constraints.” Understanding this lineage is essential for avoiding inflated or misleading
claims about the novelty of autonomy in warfare. Second, the article traces how the
LAWS debate emerged from civil society advocacy and multilateral arms control
processes, and how academic and strategic discourse has since expanded toward broader
conceptions of “military AI” and “algorithmic warfare.”® It shows that recent doctrinal
documents and scholarly work increasingly treat Al as a cross-cutting enabler across
kinetic and non-kinetic domains—rather than as a feature of weapons alone—
encompassing ISR, decision support, logistics, cyber operations, and information
activities.” Third, drawing on this literature, the article presents a functional framework
for analyzing military Al It organizes military Al according to three analytically distinct
dimensions: (i) purpose of use, (ii) type of effects, and (iii) role in the decision chain,
assessed alongside applicable modalities of human control.'® Within this framework, the
article adopts and operationalizes working definitions of autonomous weapon systems
(AWS) and lethal autonomous weapon systems (LAWS) from the literature to clarify
their relationship to broader categories of military Al, while remaining sensitive to

¢ See Alan L. Schuller, Ar the Crossroads of Control: The Intersection of Artificial Intelligence in
Autonomous Weapon Systems with International Humanitarian Law, 95 Int’l L. Stud. 437 (2019); Marc
C. Canellas & Rachel A. Haga, Toward Meaningful Human Control of Autonomous Weapons Systems
Through Function Allocation, in 2015 IEEE Int’l Symp. on Tech. & Soc’y (ISTAS) 1 (2015); Mariarosaria
Taddeo & Alexander Blanchard, A Comparative Analysis of the Definitions of Autonomous Weapons
Systems, 28 Sci. & Eng’g Ethics 10 (2022).

7 See Kenneth Anderson & Matthew C. Waxman, Law and Ethics for Autonomous Weapon Systems:
Why a Ban Won't Work and How the Laws of War Can (2013); Michael W. Meier, Lethal Autonomous
Weapons Systems, in Complex Battlespaces (Christopher M. Ford & Winston S. Williams eds., 2018);
Marco Sassoli, Autonomous Weapons and International Humanitarian Law: Advantages, Open Technical
Questions and Legal Issues to Be Clarified, 90 Int’l L. Stud. 308 (2014); Tim McFarland, Autonomous
Weapon Systems and the Law of Armed Conflict (Cambridge Univ. Press 2020).

8 See Asaro, supra note 1; Noel Sharkey, The Evitability of Autonomous Robot Warfare, 94 Int’l Rev. Red
Cross 787 (2012); Crootof, supra note 1; CCW GGE Final Report, supra note 2.

° See Bode & Watts, supra note 4; Ingvild Bode et al., Prospects for the Global Governance of Autonomous
Weapons: Comparing Chinese, Russian, and U.S. Practices, Ethics & Info. Tech. (2023); Taddeo, Ethics
of Artificial Intelligence in Defence, supra note 4; NATO, NATO Artificial Intelligence Strategy (Oct. 22,
2021); Brian Haney, Applied Artificial Intelligence in Modern Warfare and National Security Policy
(2019).

10 See Schuller, supra note 6; Taddeo & Blanchard, supra note 6; S. Kate Devitt, Normative Epistemology
for Lethal Autonomous Weapons Systems, in Lethal Autonomous Weapons: Re-Examining the Law and
Ethics of Robotic Warfare (Oxford Univ. Press 2020).
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variations in human control and the delegation of decision-making authority across
different roles in the decision chain and operational contexts.'!

Following the Introduction, the article traces, in Section 2, the historical evolution of
military automation and the emergence of autonomy as a policy-relevant concept.
Section 3 examines the rise of the LAWS debate in civil society advocacy and
multilateral governance forums. Section 4 situates LAWS within the broader shift toward
military Al and algorithmic warfare. Section 5 introduces the functional framework and
elaborates on its three axes. The conclusion argues that legal, ethical, and policy debates
will be more coherent and effective if they move beyond contested labels and instead
focus on functions, effects, and control modalities across the full spectrum of military
Al

The article does not purport to provide a comprehensive legality assessment of every
category of military Al under international humanitarian law or international human
rights law. Nor does it argue that any particular class of systems is per se lawful or
unlawful. Instead, its aim is conceptual and structural: to develop a vocabulary and
analytical framework that makes such legality assessments more tractable, comparable,
and operationally meaningful. Questions of ultimate legality are therefore treated as
context-dependent and system-specific, to be assessed through established mechanisms
such as Article 36 weapons reviews, rules of engagement, and responsibility and
accountability doctrines, with the framework proposed here serving as an organizing tool
rather than a substitute for substantive legal analysis.!?

Although this article advances a conceptual framework, it is grounded in—and
intended to be usable within—existing legal and institutional architectures. Its analysis
is anchored in primary sources, including Article 36 of Additional Protocol I, which
requires States Parties to determine, in the study, development, acquisition, or adoption
of a new weapon, means, or method of warfare, whether its employment would be
prohibited under international law;'® the U.S. Department of Defense Directive 3000.09,
which defines “autonomous” and “semi-autonomous” weapon systems by reference to
functions they may perform “once activated” and sets policy conditions for their

11 See Taddeo & Blanchard, supra note 6 (proposing a value-neutral comparative definition of autonomous
weapon systems structured around autonomy, adaptivity, human control, and purpose of use); Crootof,
supra note 1 (advancing a functional definition of autonomous weapon systems grounded in the law of
armed conflict).

12 See generally Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the
Protection of Victims of International Armed Conflicts (Protocol I) art. 36, June 8, 1977, 1125 U.N.T.S. 3
[hereinafter Additional Protocol I] (obligating States Parties to review new weapons, means, and methods
of warfare); U.S. Dep’t of Def.,, Dir. 3000.09, Autonomy in Weapon Systems (Nov. 21, 2012)
(incorporating Change 2, May 8, 2017) (establishing policy and review requirements for autonomous and
semi-autonomous weapon systems); Jack M. Beard, Autonomous Weapons and Human Responsibilities,
45 Geo. J. Int’l L. 617 (2014) (analyzing responsibility and accountability concerns raised by autonomous
weapon systems).

13 See Additional Protocol I, supra note 12, art. 36 (“In the study, development, acquisition or adoption
of a new weapon, means or method of warfare, a High Contracting Party is under an obligation to
determine whether its employment would, in some or all circumstances, be prohibited by this Protocol
or by any other rule of international law applicable to the High Contracting Party.”).
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development and use;'* the mandate and reports of the CCW Group of Governmental
Experts on LAWS, which frame multilateral debate around human responsibility,
human-machine interaction, and IHL compliance;'®> the ICRC’s articulation of
autonomy in the “critical functions” of weapons, linking technological design directly to
the principles of distinction, proportionality, and precautions in attack;'® and NATO’s
Artificial Intelligence Strategy, which treats Al as a cross-cutting enabler across Alliance
activities rather than a weapons-only concern.!” These sources collectively reflect how
states and institutions already conceptualize, govern, and review Al-enabled military
capabilities, and they provide the normative and institutional baseline against which the
framework proposed here is intended to operate.

2. From “unmanned” and “automatic” to “autonomous weapon systems.”

Early technical and doctrinal discussions about technology in warfare typically
revolved around ‘unmanned’ (remotely piloted) and ‘automatic’ (rule-governed)
systems, long before ‘autonomy’ became associated with contemporary artificial
intelligence and machine learning.'® By the mid-twentieth century and into the early
Cold War, militaries deployed systems that were either piloted at a distance or executed
significant portions of a mission once activated, with limited continuous human input
during terminal phases'®. Historical work on unmanned aircraft and early ‘aerial
torpedoes’ traces an operational continuity from radio-controlled targets and pilotless
bombs to later generations of unmanned and remotely piloted aircraft, highlighting pre-
programmed flight paths and engagement rules with little real-time human control over

14 See US. Dep’t of Def., Dir. 3000.09, Autonomy in Weapon Systems 13-14 (Nov. 21, 2012)
(incorporating Change 2, May 8, 2017) (defining “autonomous weapon system” as “a weapon system that,
once activated, can select and engage targets without further intervention by a human operator,”
distinguishing “semi-autonomous weapon systems,” and prescribing approval and design requirements).
15 See, e.g., Convention on Certain Conventional Weapons, Group of Governmental Experts on Emerging
Technologies in the Area of Lethal Autonomous Weapons Systems, Report of the 2019 Session, U.N. Doc.
CCW/GGE.1/2019/3 (Sept. 25, 2019) (emphasizing human responsibility, IHL compliance, and human-
machine interaction in relation to the critical functions of weapons); Convention on Certain
Conventional Weapons, Group of Governmental Experts on Emerging Technologies in the Area of Lethal
Autonomous Weapons Systems, Report of the 2021 Session, U.N. Doc. CCW/GGE.1/2021/CRP.2 (Dec. 3,
2021).

16 See Int’l Comm. of the Red Cross, Views of the ICRC on Autonomous Weapon Systems2—4 (Nov. 2016)
(identifying the “critical functions” of selecting and attacking targets as the focal point for legal and
ethical analysis); Int’l Comm. of the Red Cross, Autonomous Weapon Systems: Implications of Increasing
Autonomy in the Critical Functions of Weapons 7-12 (2016) (linking increasing autonomy in critical
functions to the IHL principles of distinction, proportionality, and precautions in attack).

17See N. Atl. Treaty Org., NATO's Artificial Intelligence (Al) Strategy 2—4 (Oct. 22, 2021) (presenting Al
as a cross-cutting, “game-changing” enabler across NATO activities, including situational awareness,
decision-making, logistics, and force protection).

18 See John F. Keane & Stephen S. Carr, A Brief History of Farly Unmanned Aircraft, 32 Johns Hopkins
APL Tech. Dig. 558, 558-71 (2013); John A. Blom, Unmanned Aerial Systems: A Historical Perspective
(Combat Stud. Inst. Press 2010).

19 See Vasile Prisacariu, The History and the Evolution of UA Vs from the Beginning till the 70s, 8 .
Def. Resources Mgmt. 181, 181-89 (2017).
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terminal actions.?’ These systems established an enduring operational template: humans
assign the mission or authorize activation, while the machine increasingly performs
guidance, navigation, tracking, and engagement functions.

Cold War—era cruise missiles exemplified high levels of automated mission
execution. Systems such as the U.S. Tomahawk relied on sophisticated onboard guidance
and terminal logic: early variants combined inertial navigation with terrain-contour
matching (TERCOM), while later versions added Digital Scene-Matching Area
Correlation (DSMAC) for terminal guidance?'. This allowed strike sequences to unfold
without continuous “hands-on” control after launch. Likewise, remotely piloted aircraft
evolved from radio-controlled targets into operational reconnaissance and strike-support
platforms, executing pre-programmed flight paths and control logic while retaining
human direction in mission planning and tasking.??

Naval point-defense systems became particularly salient precedents in later debates
over autonomy. The U.S. Navy’s Phalanx Close-In Weapon System (CIWS), when
operating in certain modes, can autonomously search for, detect, track, and engage
incoming threats within predefined parameters once activated, effectively closing the
sensor-to-shooter loop at machine speed”. Although such systems operate through
deterministic engagement logic rather than learning or adaptive algorithms, their
operational reality—delegated engagement authority under constrained rules—has been
widely treated as a key precedent in later conceptual and legal debates over autonomy in
weapon systerns.24

A major policy inflection point came with the U.S. Department of Defense’s formal
adoption of an “autonomy” taxonomy in DoD Directive 3000.09.% That directive defines
an autonomous weapon system (AWS), in essence, as a weapon system that, once
activated, can select and engage targets without further operator intervention, and it
distinguishes such systems from semi-autonomous and human-supervised autonomous
systems for purposes of design, authorization, and legal review.?® Subsequent conceptual

2 See John F. Keane & Stephen S. Carr, A Brief History of Early Unmanned Aircraft, 32 Johns Hopkins
APL Tech. Dig. 558, 558-71 (2013); John A. Blom, Unmanned Aerial Systems: A Historical Perspective
(Combat Stud. Inst. Press 2010).

21 See Kenneth P. Werrell, The Evolution of the Cruise Missile (Air University Press 1985).

22 See Thomas P. Ehrhard, Air Force UA Vs: The Secret History (Mitchell Inst. 2010); see also Blom, supra
note 20; Keane & Carr, supra note 20.

2 See U.S. Navy, MK 15 — Phalanx Close-In Weapon System (CIWS) Fact File (last updated Sept. 20,
2021); Ronald O’Rourke, Navy Shipboard Lasers and the Phalanx Close-In Weapon System (CIWS),
Cong. Research Serv. R45098 (2020).

24 See, e.g., Jacquelyn Schneider & Julia Macdonald, 7he Rise of Unmanned Technologies, in The Hand
Behind Unmanned: Origins of the U.S. Autonomous Military Arsenal (Oxford Univ. Press 2025).

% On DoD Directive 3000.09 as a turning point in U.S. autonomy policy, see Mariarosaria Taddeo and
Luciano Floridi, “Regulate Artificial Intelligence to Avert Cyber Arms Race,” Nature (2018). Michael W.
Meier, “Lethal Autonomous Weapons Systems,” in Complex Battlespaces(2018). Tim
McFarland, Autonomous Weapon Systems and the Law of Armed Conflict (2020). Ronald C. Arkin,
“Lethal Autonomous Systems and the Plight of the Non-combatant” (2013).

2 See Mariarosaria Taddeo & Luciano Floridi, Regulate Artificial Intelligence to Avert Cyber Arms Race,
556 Nature 296 (2018); Michael W. Meier, Lethal Autonomous Weapons Systems, in Complex
Battlespaces (Christopher M. Ford & Winston S. Williams eds., 2018); Tim McFarland, Autonomous
Weapon Systems and the Law of Armed Conflict (Cambridge Univ. Press 2020).
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work treats the DoD definition as a central reference point in the broader definitional
landscape: Crootof and others show how it captures currently fielded systems and shapes
treaty debates®’, while Taddeo and Blanchard’s comparative analysis of twelve official
AWS definitions uses the DoD formulation as one of the primary data points in
developing a more value-neutral, four-dimensional definition—autonomy, adaptivity,
human control, and purpose of use—intended to support governance and ethical
analysis.?® Collectively, these moves frame “autonomy” not as science-fiction agency,
but as a specific pattern of delegated targeting functions after activation—a framing that
continues to influence U.S. doctrine and many international discussions on AWS and
LAWS.®

3. The rise of the “LAWS” debate: from advocacy framing to multilateral
governance.

3.1. Advocacy and Multilateral Institutionalization

The contemporary legal and political debate was energized in the early 2010s by civil
society advocacy—most prominently Human Rights Watch’s 2012 report, Losing
Humanity: The Case Against Killer Robots, co-authored with Harvard Law School’s
International Human Rights Clinic.>® The report helped popularize the “killer robots”
frame, defined “fully autonomous weapons” as systems that could select and engage
targets without human intervention, and argued that, in their view, delegating
life-and-death decisions to machines would violate core requirements of international
humanitarian law (IHL)—especially distinction, proportionality, and precautions in
attack—as well as fundamental human rights protections.*! It also fed directly into the
launch of the Campaign to Stop Killer Robots and informed the 2013 report of the UN
Special Rapporteur on extrajudicial, summary or arbitrary executions, which called on
states to address emerging autonomous weapons in multilateral fora.3> This advocacy
built on and interacted with earlier academic calls for prohibition grounded in IHL and

77 See Rebecca Crootof, The Killer Robots Are Here: Legal and Policy Implications, 36 Cardozo L. Rev.

1837 (2014); & #4R (Shinbo), Lethal Autonomous Weapon Systems (LAWS) Confronting the Robot
Law Perspectives, IEICE ESS Fundamentals Rev. (2020).

% See Mariarosaria Taddeo & Alexander Blanchard, A Comparative Analysis of the Definitions of
Autonomous Weapons Systems, 28 Sci. & Eng’g Ethics 10 (2022).

» See Kenneth Anderson & Matthew C. Waxman, Law and Ethics for Autonomous Weapon Systems:
Why a Ban Won't Work and How the Laws of War Can (2013); Taddeo & Floridi, supra note 5; Taddeo

& Blanchard, supra note 6; Pavel Sharikov, /nternational Regulations of Lethal Autonomous Weapons
Systems: Transatlantic Security Dialogue, World Econ. & Int’l Rel. (2024); Ingvild Bode et al., Prospects
for the Global Governance of Autonomous Weapons: Comparing Chinese, Russian, and U.S. Practices,

Ethics & Info. Tech. (2023).

% See Human Rights Watch & Harvard Law Sch. Int’l Human Rights Clinic, Losing Humanity: The Case
Against Killer Robots (2012); see also Campaign to Stop Killer Robots, About Us (n.d.); Christof Heyns,

Rep. of the Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions, U.N. Doc.

A/HRC/23/47 (2013).

31 ]d

32 [d
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human rights law,** and with legal analyses emphasizing that certain defensive systems
already exhibited functionally autonomous targeting behavior.3*

In parallel, the International Committee of the Red Cross (ICRC) pushed debate
toward a more legally operational lens by proposing that states focus on autonomy in the
“critical functions” of weapons—above all, whether a system can independently select
and attack targets without human intervention, rather than on general labels such as
“artificial intelligence”. In its 2016 statement to the CCW Meeting of Experts on
LAWS and its 2017 report Autonomous Weapon Systems: Implications of Increasing
Autonomy in the Critical Functions of Weapons, the ICRC used this “critical functions”
notion to link discussions of autonomy directly to IHL targeting obligations concerning
distinction, proportionality, and precautions in attack, and to the requirement that
decisions to kill or destroy remain a human responsibility.’® At the multilateral level,
states first brought the issue formally into the framework of the Convention on Certain
Conventional Weapons (CCW) when the CCW High Contracting Parties agreed in 2013
to convene an informal Meeting of Experts on “lethal autonomous weapons systems”
(LAWS) which met in Geneva in May 2014. Additional informal expert meetings
followed in 2015 and 2016. Building on these, the CCW’s Fifth Review Conference in
December 2016 established an open-ended Group of Governmental Experts (GGE) on
emerging technologies in the area of LAWS, which held its first session in November
2017.3” The GGE’s mandate explicitly focuses on “emerging technologies in the area of
lethal autonomous weapons systems,” rather than revisiting the legality of all existing
automated or defensive systems, a framing that has shaped subsequent discussions of
scope and state obligations. The CCW meetings of experts and the GGE have not adopted
a binding definition of “lethal autonomous weapons systems.”*® Nonetheless, their work
has repeatedly centered on three interrelated clusters of issues: (i) the degree and kind of
autonomy that might be acceptable in the critical functions of selecting and attacking
targets; (ii)) how to retain sufficient human judgment, control, and responsibility in
decisions to use force; and (iii) whether existing IHL, together with national legal
weapons-review procedures under Article 36 of Additional Protocol I, provides an

33 See Peter Asaro, On Banning Autonomous Weapon Systems, supra note 1; Aaron M. Johnson & Seth

Axinn, The Morality of Autonomous Robots, J. Mil. Ethics (2013); Robert Sparrow, Killer Robots, in

Political Minefields (2019).

3 See Rebecca Crootof, supra note 1; Marco Sassoli, Autonomous Weapons and International
Humanitarian Law;, supra note 7; Jack M. Beard, Autonomous Weapons and Human Responsibilities,

supra note 3.

% See Int’l Comm. of the Red Cross, Autonomous Weapon Systems: Implications of Increasing Autonomy
in the Critical Functions of Weapons (2017); Int'l Comm. of the Red Cross, Autonomous Weapons:
Decisions to Kill and Destroy Are a Human Responsibility, Statement to the CCW Meeting of Experts on

LAWS (Apr. 11, 2016).

36 ]d

% See U.N. Off. at Geneva, CCW Group of Governmental Experts on Lethal Autonomous Weapons
Systems to Meet Next Week, Press Release (Nov. 10, 2017); U.N. Off. for Disarmament Affs., Timeline of
LAWS in the CCW (n.d.); see also Shinbo, supra note 27; Bode et al., supra note 29.

3% See U.N. GGE on Lethal Autonomous Weapons Sys., Report of the 2017 Session, U.N. Doc.

CCW/GGE.1/2017/CRP.1 (2017); Int’l Comm. of the Red Cross, Autonomous Weapons: Decisions to Kill
and Destroy Are a Human Responsibility, supra note 36; Council of the Eur. Union, £U Statement on
Lethal Autonomous Weapon Systems, Statement to the CCW GGE on LAWS (Apr. 9, 2018).
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adequate framework for emerging systems or whether new normative instruments are
required®®. Over time, “LAWS” has become the dominant term of art in these multilateral
arms-control and governance debates—used in CCW mandates, GGE documents, and
state statements—while its precise boundaries and relationship to broader notions such
as “autonomous weapon systems” (AWS) and “military AI” remain contested. The
definitional content and legal significance of terms such as AWS and LAWS are
analyzed further in Section 6 of this article.

3.2 Definitional convergence and limits in the AWS/LAWS literature

Debates over autonomous weapon systems (AWS) and lethal autonomous weapon
systems (LAWS) have long been marked by inconsistent terminology across states,
international organizations, and scholars. In response, a substantial body of literature has
sought to clarify definitions and assess their legal significance.*® Comparative analyses
nonetheless reveal increasing convergence around a limited set of governance-relevant
variables. Most notably, Taddeo and Blanchard’s review of official definitions*' adopted
by states and international organizations—including the ICRC, NATO, and the U.S.
Department of Defense—identifies recurring emphasis on: (i) autonomy in critical
functions, particularly target selection and engagement without real-time human
intervention; (ii) the degree and form of human control retained; (iii) the system’s
intended purpose, especially whether it is designed to employ lethal force; and, in some
definitions, (iv) adaptivity or learning, though this is not treated as a necessary condition
for autonomy.*?

Functional definitions in legal scholarship similarly stress that many existing systems
already fall within broad AWS formulations.** Crootof’s widely cited definition, for
example, highlights that weapon systems capable of independently selecting and
engaging targets after activation—such as certain defensive systems—qualify as AWS,
challenging narratives that treat autonomy as purely a future concern.** Authority-based
approaches further argue that the central legal question is not whether a system is labeled
“autonomous,” but which targeting and engagement authorities are delegated to it in

39 ]d

40 See Rebecca Crootof, supra note 1; Noel Sharkey, supra note 8; Tim McFarland, supra note 7; Taddeo
& Blanchard, supra note 6; Ahmad Khalil et al., supra note 68 (surveying persistent definitional
fragmentation across states, international organizations, and scholarly literature on AWS and LAWS).

#1 See Mariarosaria Taddeo & Alexander Blanchard, A Comparative Analysis of the Definitions of
Autonomous Weapon Systems, supra note 6 (reviewing twelve official definitions adopted by states and
international organizations, including the ICRC, NATO, and the U.S. Department of Defense, and
identifying recurring emphasis on autonomy in critical functions, the degree of human control, purpose
of use (including lethality), and, in some definitions, adaptivity—while stressing that machine learning
is not a necessary condition for autonomy).

42 See Taddeo & Blanchard, supra note 6.

# See Yucel et al., Drones, Bots, and the Law, supra note 72 (emphasizing that “autonomous weapon
systems” denote a category of weapon systems rather than “AI” in general, and that AWS may or may
not rely on advanced machine-learning techniques).

4 See Rebecca Crootof, The Killer Robots Are Here, supra note 1; id. (arguing that functional definitions
of AWS encompass some existing systems, including certain defensive configurations such as CIWS,
thereby undermining claims that autonomous weapons are purely speculative or future technologies).
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practice, under what constraints, and in what operational context.*> Within this broader
category, LAWS are generally understood as a subset of AWS whose autonomous
functions can directly produce lethal or physically destructive effects. Recent work has
sought to refine this category by distinguishing earlier rule-based systems from
contemporary machine-learning-enabled systems, emphasizing properties such as
opacity, brittleness under domain shift, and susceptibility to adversarial manipulation.*®

Taken together, this literature demonstrates both convergence and limitation: while
definitions increasingly align around autonomy in critical targeting functions and lethal
effects, they remain ill-suited to capture non-weapon Al systems, non-kinetic effects,
and the downstream coupling of decision-support tools into lethal decisions. This gap
sets the stage for the broader conception of military Al developed in Section 4 and the
functional framework introduced in Section 5.

4. From “LAWS” to “military AI” and “algorithmic warfare.”

By the late 2010s, scholars and policymakers increasingly reframed military Al as a
broader transformation driven by algorithmic and machine-learning systems across
defense organizations. Recent work explicitly traces this move from a weapons-centered
focus to broader framings of “algorithmic warfare” and “Al in defense,” emphasizing
that contemporary military Al capabilities extend well beyond fully autonomous weapon
systems.*’ In this broader framing, military Al is best understood as an umbrella term
for algorithmic or Al-enabled systems deployed across the defense lifecycle, including
intelligence, surveillance and reconnaissance (ISR), data fusion and analytics, decision
support for command and control (C2), cyber operations, logistics and sustainment,
training and simulation, border and maritime security, and targeting pipelines.*® The U.S.
Department of Defense’s Algorithmic Warfare Cross Functional Team (“Project
Maven”), established in 2017 to apply machine learning to ISR imagery and video to

4 See Alan L. Schuller, At the Crossroads of Control, supra note 6 (arguing that evaluation of autonomy
should focus on the combination of authorities delegated to the computer controlling the weapon system,
given its capabilities and operational context); see also Marc C. Canellas & Rachel A. Haga, supra note 6;
S. Kate Devitt, supra note 10; Maathuis & Cools, supra note 64 (developing function-allocation and
control-mode approaches connecting autonomy to rules of engagement and operational doctrine).

4 See Tim McFarland, supra note 7; Afonso Seixas Nunes, supra note 55; Nehal Bhuta et al., Autonomous
Weapons and International Law (2016) (distinguishing rule-based automated systems from more context-
sensitive autonomous systems and stressing responsibility-relevant control); see also Edward Hunter
Christie et al., supra note 67; 4 #f& (Shinbo), supra note 27; Ahmad Khalil et al., supra note 68;
Simmons-Edler et al., Human—-AI Interaction in Military Systems(2025) (proposing “Al-powered LAWS”
to reflect technical properties of contemporary ML systems, including opacity, brittleness, and adversarial
vulnerability).

47 See Ingvild Bode et al., Algorithmic Warfare: Taking Stock of a Research Programme, 38 Global Soc’y
1 (2024); Mariarosaria Taddeo, The Ethics of Artificial Intelligence in Defence (Oxford Univ. Press 2024);
Forrest E. Morgan et al., Military Applications of Artificial Intelligence: Ethical Concerns in an Uncertain
World (RAND Corp. 2020).

48 See Mariarosaria Taddeo, The Ethics of Artificial Intelligence in Defénce, supra note 4; Mariarosaria
Taddeo et al., Ethical Principles for Artificial Intelligence in National Defence, 34 Phil. & Tech. 439
(2021); Bode et al., supra note 41; Mathias Anneken et al., Ethical Considerations for the Military Use of
Artificial Intelligence in Visual Reconnaissance, arXiv (2025).
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support human analysts and inform targeting and operational prioritization, is frequently
cited as a paradigmatic example of this wider shift.*’

Strategic documents reflect this expansion. NATO’s Artificial Intelligence Strategy
describes Al as a “strategic enabler” and “cross-cutting” technology across the spectrum
of Alliance activities, not merely in weapons development, and commits Allies to
integrating Al into capability development, operations, resilience, and support
functions.’® Scholars further emphasize that contemporary systems often rely on non-
deterministic, machine-learning-based algorithms rather than solely on deterministic,
rule-based automation, thereby reducing predictability and complicating legal and
ethical assessment, particularly with respect to foreseeability, explainability, and
accountability under international humanitarian law (IHL).>!

In parallel, Mariarosaria Taddeo’s monograph, The Ethics of Artificial Intelligence
in Defense, conceptualizes “Al in defense” as a family of uses rather than a single
technology. She treats Al as spanning sustainment and support (for example, logistics
and intelligence analysis), adversarial non-kinetic operations (such as cyber and
information operations), and adversarial kinetic uses, including autonomous weapon
systems.>? This functional, activity-based understanding is echoed and operationalized
in Taddeo et al.’s article on ethical principles for Al in national defense, which proposes
a principled framework explicitly designed to cover this spectrum of defense use cases.™
Other broad surveys follow the same logic. Morgan et al. analyze “military applications
of AI” across the United States, China, and Russia, including targeting, logistics, cyber
operations, strategic planning, and decision support, treating “military AI” as a cluster
of applications rather than a narrow technical subfield.** Wasilow and Thorpe develop
an ethical assessment framework for emerging Al and robotics technologies for the
Canadian Armed Forces, effectively delineating the kinds of technologies that defense
planners and scientists treat as part of “military Al and robotics.”>* Joseph Chapa argues
that while the causes of Al failures (such as biased data, opacity, or lack of robustness)
are often similar across civilian and military domains, the stakes and consequences of
those failures are very different in defense settings -again presupposing a broad category
of “military AI” that includes both lethal and non-lethal systems.>® Policy-oriented work
adopts a similar scope. Taddeo and Floridi analyze Al-enabled cyber operations and
warn of an Al-driven cyber arms race, explicitly identifying autonomous and Al-assisted

¥ See Robert O. Work, Deputy Sec’y of Def., Establishment of an Algorithmic Warfare Cross-Functional
Team (Project Maven), Memorandum (Apr. 26, 2017); Bode et al., supra note 41, at 8-10.

0 See N. Atl. Treaty Org., Summary of the NATO Artificial Intelligence Strategy (Oct. 22, 2021).

51 See Bode et al., supra note 41; Jeroen Kwik & Tom van Engers, Algorithmic Fog of War: When Lack of
Transparency Violates the Law of Armed Conflict, 1. Future Robot Life 53 (2021).

52 See Mariarosaria Taddeo, The Ethics of Artificial Intelligence in Defence, supra note 4.

53 See Mariarosaria Taddeo et al., Ethical Principles for Artificial Intelligence in National Defence, supra
note 42.

> See Forrest E. Morgan et al., Military Applications of Artificial Intelligence: Ethical Concerns in an
Uncertain World, supra note 41.

5 See Shawn Wasilow & Jason Thorpe, Artificial Intelligence, Robotics, Ethics, and the Military: A
Canadian Perspective, 40 Al Mag. 47 (2019).

%6 See Joseph Chapa, Military Al Ethics, 23 J. Mil. Ethics 1 (2024).
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cyber tools as part of the military Al problem space.’” Anneken et al. focus on Al-enabled
visual reconnaissance, treating it as a non-lethal, non-kinetic decision support function
that nonetheless raises serious questions about traceability, proportionality,
governability (human override and control), and reliability in military practice.’® Roberts
and Venables likewise argue that legal and ethical debate has disproportionately focused
on LAWS and human control, while under analyzing Al in ISR and information
operations that shape kinetic targeting decisions.>

These works converge on a functional, domain-oriented understanding in which
“military AI” is defined not by a particular algorithmic technique, but by the role a
system plays within military organizations and operations. Building on this literature,
this article adopts the following working definition: military Al refers to Al-based
systems, including algorithmic and machine-learning systems, that are developed,
adapted, or deployed by state militaries or defense organizations to support or perform
functions across the defense lifecycle. These functions include, but are not limited to,
intelligence, surveillance, and reconnaissance (ISR); targeting and engagement;
command and control and decision support; cyber operations; electronic warfare;
logistics and sustainment, training and simulation, and border or force protection. The
definition is intentionally activity-based rather than tied to a specific subfield of Al
reflecting the practice-oriented characterizations found in contemporary literature.*

5. A Functional Framework Beyond Weapons Labels

5.1. Framing the Functional Approach

The previous sections have shown how contemporary debates about “military Al”
emerged from, and remain strongly shaped by, the arms-control and advocacy framing
of lethal autonomous weapon systems (LAWS). That framing has been central to placing
human control, accountability, and compliance with international humanitarian law
(IHL) at the core of multilateral discussions under the Convention on Certain
Conventional Weapons (CCW) and related fora. At the same time, a LAWS-centric lens
maps only imperfectly onto the full range of Al-enabled capabilities now used across
militaries—including ISR analytics, C2 decision-support, cyber and information
operations, and logistics and sustainment systems—many of which are not “weapons”
in any conventional sense, yet can still generate or shape legally consequential effects.

This Section addresses that mismatch by proposing a functional framework that
allows legal and policy analysis to track what systems do—and how they are embedded
in operational processes—rather than turning primarily on contested labels. Debates over

57 See Mariarosaria Taddeo & Luciano Floridi, Regulate Artificial Intelligence to Avert Cyber Arms Race,
supra note 5, at 296-98.

58 See Mathias Anneken et al., Ethical Considerations for the Military Use of Artificial Intelligence in
Visual Reconnaissance, arXiv (2025).

%% See Anastasia Roberts & A. Venables, The Role of Artificial Intelligence in Kinetic Targeting from the
Perspective of International Humanitarian Law, in Proc. 13th Int’l Conf on Cyber Conflict (CyCon):
Going Viral 43 (NATO Coop. Cyber Def. Ctr. of Excellence 2021).

¢ See Ingvild Bode et al., Algorithmic Warfare: Taking Stock of a Research Programme, supra note 41;
Mariarosaria Taddeo, The Ethics of Artificial Intelligence in Defence, supra note 4; Mariarosaria Taddeo
et al., Ethical Principles for Artificial Intelligence in National Defence, supra note 42; Forrest E. Morgan
et al., Military Applications of Artificial Intelligence, supra note 41; Anneken et al., supra note 52.
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“autonomous weapon systems” (AWS), “LAWS,” ‘“autonomous” systems, or
“human-on-the-loop” architectures often compress several governance-relevant
questions into a single term: (i) the system’s operational purpose within the force; (ii)
the types of effects it directly generates or reliably enables (including non-kinetic and
downstream effects); and (iii) where, in the decision chain, authority is exercised and by
whom®!. Each of these dimensions can independently shape IHL compliance, escalation
risk, and accountability analysis, whether the system is formally classified as a “weapon”
or not.?> Conflating these dimensions risks two recurring distortions. First, it can
under-regulate non-weapon or “upstream” systems—such as ISR classifiers, targeting
decision-support tools, or cyber capabilities—that structure or heavily influence
targeting decisions, precisely because they are not captured by narrow LAWS
definitions.®* Second, it can encourage over-generalization from weapon paradigms to
domains where ‘“autonomy” has a different functional meaning (for example,
autonomous cyber tools, triage systems for imagery analysis, or large-language-model-
based decision-support systems).%*

The framework developed here is therefore designed as an organizing instrument for
legal review and governance rather than a substitute for substantive legal analysis. It does
not claim that any class of Al-enabled system is inherently lawful or unlawful. Instead,
it provides a stable unit of description that can be used across Article 36-style
weapons/legal review processes, operational policy development, and accountability
assessments: a concise profile that makes explicit the system’s purpose, its effects
(including reasonably foreseeable coupling to other systems and decisions), and its role
in decision-making and execution.®® Doing so enables clearer comparison across kinetic

¢! See Mariarosaria Taddeo & Alexander Blanchard, supra note 6; Rebecca Crootof, supra note 1; Pavel

Sharikov, /nternational Regulations of Lethal Autonomous Weapons Systems: Transatlantic Security
Dialogue, World Econ. & Int’l Rel. (2024); Afonso Seixas Nunes, The Legality and Accountability of
Autonomous Weapon Systems (2022).

2 See Marco Sassoli, Autonomous Weapons and International Humanitarian Law, supra note 7;

Magdalena Pacholska, Military Artificial Intelligence and the Principle of Distinction: A State
Responsibility Perspective (2022); Ahmad Khalil et al., Assessing the Legality of Autonomous Weapon

Systems, supra note 2; S. Kate Devitt, Normative Epistemology for Lethal Autonomous Weapons Systems,

supra note 10; Juan Pablo Rivera et al., Escalation Risks from Language Models in Military and Diplomatic
Decision Making (2024); Caballero & Jenkins, supra note 5; Anderson & Waxman, supra note 7; Jack M.

Beard, supra note 3; Robert Sparrow, supra note 34.

¢ See Bode & Watts, supra note 4; Laura Bruun & Marta Bo, Bias in Military Artificial Intelligence and
Compliance with International Humanitarian Law (SIPRI 2025); Taddeo, Ethics of Artificial Intelligence
in Defence, supra note 4; Taddeo & Floridi, supra note 5; Anneken et al., supra note 52; Caballero &

Jenkins, supra note 5; Rivera et al., supra note 56.

¢4 See Taddeo & Floridi, supra note 5; Caballero & Jenkins, supra note 5; Rivera et al., supra note 56; E.

Martynova, Navigating Regulation of AI-Powered Cyber Operations in the Realm of the Use of Force
(2024).

6 See Sassoli, supra note 7; Anderson & Waxman, supra note 7; Alan L. Schuller, At the Crossroads of
Control, supra note 6; Devitt, supra note 10; Seixas Nunes, supra note 55; Tara Roberson et al., A Method
for Ethical Al in Defence (MEIAD) (2022).
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and non-kinetic contexts and helps align legal analysis with how contemporary militaries
actually field and manage Al-enabled capabilities.®

5.2 The Three-Axis Framework

This article’s three-axis framework is intended to complement—rather than
replace—three influential ways of structuring debate on military Al. These approaches
can be understood as foregrounding different, but recurring, governance questions raised
by Al-enabled military systems: the legal salience of particular functions and effects, the
system’s role in operational decision-making, and the allocation of authority and control
between humans and machines.

First, the ICRC’s “critical functions” approach centers analysis on whether a weapon
system can independently select and attack targets, thereby directly linking autonomy to
IHL targeting rules of distinction, proportionality, and precautions (for example, ICRC
reports on autonomous weapon systems). This focus captures legally salient functions
for weapons but tends to leave non-weapon Al systems analytically underspecified. The
present framework incorporates the insight that independent target selection and attack
are legally salient “critical functions,” while extending systematic analysis to non-
weapon systems by distinguishing purposes and effect types beyond lethal targeting.®’
Second, “kill chain” and targeting-cycle models, such as the F2T2EA sequence (find,
fix, track, target, engage, assess), describe how information moves through operational
processes and help diagnose how Al-enabled ISR and data fusion can compress decision
time and shape downstream engagements®® The present framework is designed to cleanly
map onto these operational stages while adding a legally salient distinction between
decision-support roles and decision-making or execution roles for Al systems. Third,
function-allocation and authority-based accounts of autonomy emphasize that the central
governance question is which functions and authorities are delegated to the machine,
under what constraints, given its capabilities and the operational context.®® Work on
meaningful human control and human—machine teaming similarly stresses that ethically
acceptable autonomy turns on the division of labor and authority between humans and
machines, rather than on an abstract autonomy label””

Building on this scholarship, the framework integrates delegated authority into a
broader taxonomy of purposes and effects, enabling comparable analysis across kinetic
and non-kinetic applications. It organizes military Al along three analytically distinct
axes, allowing any Al-enabled military capability to be characterized by answering three
questions: (i) Purpose of use: What is the system’s primary operational purpose—

% See Bode & Watts, supra note 4; Taddeo, Ethics of Artificial Intelligence in Defence, supra note 4;
Jeroen G. W. C. Schraagen, supra note 4; Wolfgang Koch et al., supra note 1.

67 See Mariarosaria Taddeo, The Ethics of Artificial Intelligence in Defence, supra note 4; Mariarosaria
Taddeo et al., Ethical Principles for Artificial Intelligence in National Defence, supra note 42; Ingvild
Bode et al., Algorithmic Warfare, supra note 41.

¢ See Homayounnejad, Military Al and Command Responsibility (2019); Roberts & Venables, supra note
53.

¢ See Canellas & Haga, supra note 6; Schuller, supra note 6; Taddeo & Blanchard, supra note 6.

70 See Beard, supra note 3; Noel Sharkey, supra note 8; Warren & Hillas, Autonomy and Moral
Responsibility (2020); Maathuis & Cools, Human Oversight in Military AI (2025); Shekh et al.,
Operational Ethics of Autonomous Systems (2025).
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sustainment/support, adversarial non-kinetic, or adversarial kinetic?’! (i) Effects
generated or enabled: What effects does it directly generate or reliably enable—Iethal
or non-lethal; kinetic or non-kinetic—including foreseeable downstream coupling to
other systems or decisions.”” (iii) Decision-chain role (with control modality): Does it
operate primarily as decision support, or does it exercise decision-making/execution
authority, and what form of human control is exercised in practice (for example, human
in, on, or out of the loop).”

The resulting profile provides a stable unit of analysis for legal review, operational
governance, and accountability mapping, without presupposing that all legally relevant
Al systems qualify as “autonomous weapons systems” under narrower definitions’*.

5.3 Purpose of Use (Support / Adversarial Non-Kinetic / Adversarial Kinetic)

The first analytical axis concerns the purpose for which an Al-enabled system is
designed and deployed within military organizations. “Purpose of use” captures the
system’s intended operational role, institutional function, and place within planning and
execution, independent of the specific effects it may ultimately generate in a given
context.

Drawing on work by Taddeo and co-authors, this article adopts a three-part
classification for Al in national defense: (1) sustainment and support, (2) adversarial
non-kinetic, and (3) adversarial kinetic.”

o Sustainment and support systems include logistics, maintenance, infrastructure
security, training, modelling and simulation, and many forms of intelligence analysis and
decision support.”® These uses are generally non-lethal and non-kinetic, even though
errors—such as failures in maintenance prediction, mis-prioritization of ISR, or
misallocation of defensive assets—may still have significant strategic or humanitarian
consequences.’’

e Adversarial non-kinetic systems encompass Al-enabled capabilities for cyber
operations, information operations, and many forms of electronic warfare, where the
primary intended effects are non-kinetic (disruption, degradation, deception, information
manipulation, data exfiltration, or cognitive influence) but may indirectly contribute to
physical harm or escalation.”® Defense-oriented ethics and policy analyses consistently
treat Al-assisted cyber tools and information operations as adversarial uses distinct from

71 See Mariarosaria Taddeo et al., Ethical Principles for Artificial Intelligence in National Defence, supra
note 42, pt. III.

72 See Sassoli, supra note 7; Taddeo & Floridi, supra note 5; Zakharchuk, A7 and Escalation Control (2025).
73 See Schuller, supra note 6; Taddeo & Blanchard, supra note 6; Edward Hunter Christie et al., Regul/ating
Lethal Autonomous Weapon Systems, Al & Ethics (2023).

74 See Rebecca Crootof, supra note 1; Taddeo & Blanchard, supra note 6; Ahmad Khalil et al., Assessing
the Legality of Autonomous Weapon Systems (2024).

7> See Mariarosaria Taddeo, The Ethics of Artificial Intelligence in Defénce, supra note 4; Mariarosaria
Taddeo et al., Ethical Principles for Artificial Intelligence in National Defence, supra note 42.

76 See Taddeo & Blanchard, supra note 6; Pacholska, supra note 56; Devitt, supra note 10

77 See Mariarosaria Taddeo, supra note 4; Forrest E. Morgan et al., supra note 41; Ingvild Bode et al.,
Algorithmic Warfare, supra note 41.

78 See Taddeo & Floridi, supra note 5; Zakharchuk, supra note 66; Yucel et al., Drones, Bots, and the Law
(2023).
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logistics or training, while recognizing that they form part of the same broader
“algorithmic warfare” ecosystem as weapons and ISR’

e Adversarial kinetic systems include Al-enabled targeting, fire control, and
autonomous or semi-autonomous weapon systems—cases in which Al directly
contributes to lethal or otherwise physically destructive effects®’. Here, weapons law and
targeting law converge most sharply, and debates about LAWS, meaningful human
control, and responsibility are most developed.®!

Bode and colleagues’ mapping of “algorithmic warfare” concretizes these purpose
distinctions by grouping together systems used for defensive and offensive
force-application (such as active protection systems, close-in weapon systems (CIWS),
and counter-UAS systems) alongside ISR and decision-support tools, including Project
Maven, within a single operational ecosystem.®” Roberts and Venables explicitly
distinguish Al used in LAWS and kinetic targeting from Al used in ISR and information
operations, arguing that these non-weapon, non-kinetic applications are nonetheless
crucial for lawful target selection yet remain under-discussed in IHL debates.®*> Anneken
et al. treat Al-enabled visual reconnaissance as a support-purpose system—intended to
assist human situational awareness and targeting decisions—while situating it within just
war theory and targeting obligations.®* In the cyber domain, Taddeo and Floridi analyze
Al-driven, or Al-assisted cyber tools as paradigmatic adversarial non-knitetic
applications of military Al, and call for arms-control-style governance tailored to that
operational role.®® Broader strategic and ethical syntheses similarly treat cyber and
information operations as part of the same family of military Al applications as logistics,
ISR, and weapon systems, while emphasizing their distinct risk profiles and legal trigger
conditions under THL and jus ad bellum.3¢

5.4 Effects (Lethal/Non-Lethal; Kinetic/Non-Kinetic; Downstream Coupling)

The purpose of use does not fully determine the effects a system will generate. A
support-purpose system can contribute to lethal outcomes, and adversarial systems can
sometimes be configured to avoid direct physical harm. Accordingly, the second axis
concerns the effects a system generates or reliably enables.

For present purposes, it is helpful to distinguish two conceptual “effect axes,”
independent of whether a system is physically embodied: (i) Lethal vs. non-lethal.
Whether Al contributes directly to the application of lethal or physically destructive

7 See Forrest E. Morgan et al., Military Applications of Artificial Intelligence, supra note 41; Ingvild
Bode et al., Algorithmic Warfare, supra note 41.

8 See Marco Sassoli, Autonomous Weapons and International Humanitarian Law, supra note 7; Tim
McFarland, Autonomous Weapon Systems and the Law of Armed Conflict, supra note 7; Mariarosaria
Taddeo & Alexander Blanchard, supra note 6.

81 See Peter Asaro, supra note 1; Kenneth Anderson & Matthew C. Waxman, supra note 7; Heather
Roff, The Strategic Robot Problem (2014); Robert Sparrow, supra note 34.

82 See Ingvild Bode et al., Algorithmic Warfare, supra note 41.

8 See Anastasia Roberts & A. Venables, supra note 53.

84 See Mathias Anneken et al., supra note 52.

% See Mariarosaria Taddeo & Luciano Floridi, supra note 5.

8 See Forrest E. Morgan et al., supra note 41; Zakharchuk, A/ and Escalation Control, supra note 66;
Yucel et al., Drones, Bots, and the Law;, supra note 72.
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force, rather than enabling non-lethal functions such as reconnaissance, logistics,
training, or certain forms of cyber defense.’’ (ii) Kinetic vs. non-kinetic. Whether the
primary, intended effects are physical—for example, destruction of objects, bodily harm,
or physical disablement—or informational/digital, such as data exfiltration, jamming,
manipulation of communications, or cognitive influence.®®

Analyses of autonomous weapons, cyber operations, and information operations
already rely—often implicitly—on some version of these distinctions when assessing
proportionality, military advantage, and the scope of lawful collateral effects.®* Non-
kinetic cyber or information operations may be non-lethal in their immediate effects, yet
may foreseeably contribute to lethal outcomes through operational coupling, escalation,
or interference with critical infrastructure®.

A further nuance is downstream or decision-chain coupling. Al systems whose
immediate outputs are non-lethal and non-kinetic—such as target-recognition tools or
ISR triage algorithms—may nonetheless be systematically coupled to lethal targeting
decisions in ways that are both foreseeable and, in practice, difficult for human operators
to disentangle under time pressure.”’ The framework, therefore, treats downstream
coupling as part of the effect profile: reviewers should ask not only what a system does
directly, but also how its outputs feed into subsequent decisions and what effects those
decisions reliably produce.

5.5 Decision-Chain Role and Modalities of Human Control

The third axis concerns the role Al plays in the decision chain: does the system
merely support human decision makers, or does it itself make or execute decisions that
determine the use of force or other operational effects? Closely related is the modality
of human control—often described in terms of “human in, on, or out of the loop.”

Recent empirical and normative work explicitly distinguishes between
Al decision-support systems and Al decision-making or execution systems. Rivera et al.
experimentally compare several large language models used as autonomous agents in
simulated international crises—tasked to select actions in a wargame—with the same
models conceptually framed as advisors. They find that agentic models can exhibit
escalatory and hard-to-predict behavior, including arms-race dynamics and, in rare cases,
nuclear first use, and urge caution before deploying such systems in decision-making
roles.”” Caballero and Jenkins, focusing on large language models in U.S.
national-security applications, similarly argue that such models should primarily serve
as analytical and planning tools—for instance, for summarization, red-teaming, or
wargaming support—rather than as primary strategic decision makers, given risks of
hallucination, adversarial manipulation, opacity, and data-security concerns.”

87 See Sassoli, supra note 7; McFarland, supra note 7.

8 See Taddeo & Floridi, supra note 5; Zakharchuk, supra note 66; Yucel et al., supra note 72.

8 See Sassoli, supra note 7; McFarland, supra note 7; Ahmad Khalil et al., Assessing the Legality of
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%2 See Juan Pablo Rivera et al., supra note 56.
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Koch et al. distinguish between “cognitive and volitive assistance systems”—which
aid human understanding and volitional choice—and automated weapon systems that
can initiate or execute engagements with limited or no real-time human input.** They
argue that meaningful human control, explainable Al, and rigorous testing are essential
in both categories, but that the ethical and legal stakes are substantially higher when
systems can directly trigger lethal or destructive effects.”> Roberts and Venables likewise
contrast Al used for ISR and information-operations decision support with Al embedded
in systems that could erode human control over kinetic decisions, warning against
conflating these roles in legal analysis.”® Nalin and Tripodi focus specifically on Al-
based military decision-making processes, warning that increasing autonomy and
reliance on Al tools risks a de facto transfer of decision authority from commanders to
Al systems’’. They call for a detailed classification of Al systems based on their
technical, ethical, and cultural properties to determine their suitability for different
decision roles—a concern echoed in broader work on the “Al commander problem” and
human—machine trust.”® Mamak and Kowalczewska, writing on robot design, human—
machine trust, and the “human likeness” of military robots, likewise distinguish between
systems that support human decision making and those that effectively make or execute
decisions, tying this distinction to moral responsibility, trust calibration, and
psychological impacts on operators.”

In the LAWS literature, this axis is sharpened by definitional choices. Taddeo and
Blanchard’s comparative analysis shows that many official definitions of autonomous
weapon systems focus on systems that can “identify, select, and attack targets” without
human intervention, thereby positioning prototypical LAWS squarely at the decision-
making/execution end of the spectrum.!®’ Christie et al. adopt the Taddeo—Blanchard
definition of LAWS as adaptive systems that can identify, select, and attack targets
without human intervention, while stressing that the U.S. DoD and NATO Al principles
they analyze are intended to apply to all military Al applications, not only LAWS.!%!

In line with this literature, this article distinguishes between: (i) Al decision-support
systems. Systems that process data and generate assessments, predictions, or
recommendations, or otherwise shape the informational environment for human
operators, but that do not themselves possess authority to initiate or deny the use of force.
Examples include ISR analytics, target recognition tools feeding into human-in-the-loop
targeting cells, and LLM-based staff work or planning support.'®> The distinction
concerns formal authority and control over the initiation of effects, not the causal
influence that decision-support systems may exert over downstream lethal or non-lethal
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%7 See Nalin & Tripodi, Hybrid Warfare and Emerging Technologies (2023).

% See Aaron M. Johnson, Moral Responsibility and Autonomous Systems (2022); Warren & Hillas,
supra note 64.

% See Mamak & Kowalczewska, Human Oversight and Autonomous Systems (2023).

100 See Mariarosaria Taddeo & Alexander Blanchard, supra note 6.

101 See Edward Hunter Christie et al., supra note 67.

102 See Ingvild Bode et al., Algorithmic Warfare, supra note 41; Rivera et al., supra note 56; Caballero &
Jenkins, supra note 5; Anneken et al., supra note 52.
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outcomes. ' (ii) A1 decision-making/execution systems. Systems that have been granted
a combination of authorities and capabilities such that they can select, prioritize, or
engage targets, or otherwise initiate, modulate, or withhold kinetic or non-kinetic effects,
without further human intervention at the point of use. This category includes
prototypical LAWS, as defined above, and certain highly automated defensive systems
operating under pre-delegated rules of engagement.'%

Schuller’s influential work argues that, for legal and ethical evaluation, what matters
is not an abstract notion of “autonomy” but the set of decision-making authorities
delegated to the computer, in light of the system’s capabilities and the operational
context.!% This authority-based view aligns with human-factors research and supports
proposals to define meaningful human control through clear authority assignments and
bounds on autonomous system behavior, rather than through technology labels alone.!%
Although terminology varies, much of the literature rejects a strict binary between
“autonomous” and ‘“non-autonomous” systems and instead describes a continuum of
control and human involvement.'?’

A standard tripartite classification is often framed in terms of human control
modalities:

(1) Human in the loop — the system can apply force only following a specific human
command for each engagement; (ii) Human on the loop — the system can initiate or
continue engagements on its own, but human operators supervise and can intervene or
abort; (iil) Human out of the loop — the system operates without real-time human
supervision or intervention during engagements.

Practice-based analyses of existing defensive autonomous systems show that, in time-
critical contexts, human roles can be reduced and normalized in ways later deemed
appropriate, thereby reshaping understandings of “meaningful” control.'?® This literature
cautions that “human in/on/out of the loop” labels can be misleading unless tied to
operational realities: even when an operator is nominally “on the loop,” engagement
timelines may make intervention practically infeasible, rendering human control
functionally attenuated.'” For the purposes of this article, “autonomy” is therefore not
to be treated as an all-or-nothing property, but as shorthand for particular configurations
of delegated authority, adaptivity, and human control. In subsequent sections, each
system type will be explicitly located along (i) the decision-chain role spectrum
(decision support vs. decision-making/execution), (ii) the human-control spectrum
(human in/on/out of the loop), and (iii) the lethal/kinetic axes set out above.

6. Conclusion and Implications
The article has argued that debates about “military AI” require a more precise,
function-oriented vocabulary than that provided by a LAWS-centered framing. Using
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the three-axis framework developed in Section 5 - purpose of use, effects generated or
enabled, and role in the decision chain with associated control modalities—four
conclusions follow.

First, autonomy in weapon systems predates contemporary Al and machine learning
and has long taken the practical form of delegated control over critical functions. Cold
War—era cruise missiles, naval close-in weapon systems (CIWS), and other “automatic”
defenses already embodied significant delegation once activated by humans. DoD
Directive 3000.09 codifies this lineage by defining an autonomous weapon system as
one that, “once activated, can select and engage targets without further intervention by a
human operator,” anchoring autonomy in targeting functions rather than speculative
notions of machine agency. Second, the LAWS and “killer robots” debate played an
important agenda-setting role, but it is conceptually narrow relative to today’s spectrum
of military Al. Al-enabled capabilities now operate across ISR, command-and-control
decision support, cyber and information operations, logistics, training, and force
protection—including systems that are non-lethal and non-kinetic at the point of use but
can shape legally consequential outcomes downstream. Third, AWS and LAWS are best
understood as subcategories within this broader universe. Comparative definitional work
converges around a limited set of variables—autonomy in critical targeting functions,
the form of human control, purpose (including lethal force), and, in some definitions,
adaptivity—while remaining insufficient to capture non-weapon systems and non-
kinetic effects. The working definitions adopted here therefore function as entry points
for analysis, not as substitutes for it. Fourth, “autonomy” is most usefully treated as a
configuration of delegated authority and human control, not as a binary label. For legal
review and accountability, what matters is which judgments are delegated, under what
constraints, and whether human supervision or intervention is realistically available in
context. These conclusions support a shift away from umbrella labels and toward
functional analysis across the full spectrum of military Al. The framework suggests
several practical implications for policymakers, military legal advisers, and international
institutions:

1.  Adopt functional reporting and review that describes Al-enabled systems by
delegated functions, anticipated effects (including downstream coupling), and decision-
chain role—rather than primarily by “autonomous” or “LAWS” labels.

2. Integrate decision-chain mapping into Article 36-style reviews, identifying
where legally relevant judgments occur, what information they rely on, and what control
and override mechanisms are feasible under operational tempo.

3. Treat non-kinetic and non-lethal systems as governance-relevant when they
systematically shape targeting, escalation, or other legally consequential outcomes.

4.  Operationalize meaningful human control through bounded parameters,
traceability/logging, testing, and intervention mechanisms calibrated to realistic
conditions of use.

5. Reframe multilateral discussions (including CCW forums) around shared
descriptors—critical functions, effects, and control modalities—to reduce definitional
stalemates while preserving focus on human responsibility and IHL compliance.
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SURLIbY YUUESUL - Uphkunwlmb pubwlmbmpmip nuquwlwl apnpomd”
vwhwpkp hipbhwywp qEipuhl hwdwlwpgbph vwhdwinidhg poipu. hwulpugnipinib-
Ukph hunmwlEgnid b gnpdwnmpuyhl ppowiuly— Ikpohtt nuutudjulnid nuquwljut
ninpunid wphbunwljub pwbwwinipyui jhpundw onipg hpuyulut b Ephjuljut
putiwpynidutpp hhdtwjuwiunid Etnpntwugt) bu «dwhwpbp huptwdup qiipughtt hw-
dwlupgtph» (LAWS) b, ujuytiu Ynsyny, «uyquainn pnpnnbiph» juinph dpu: Uwljuygh
dudwtwlulhg nuquuljut wphtunwlwi pubujwinipjut Yhpwenippniuabbpp bw-
whu wybkh (uyb opowtimly nikt b pingplnud Eu hinwhinignipnit, nhnnwplnud b hk-
wnuwunignid (ISR), hpwdwbtwwnwpnipjut b Jikpwhujdwt hamdwlupgipnud (C2) npn-
onidutinh wowlgnid, Yhptp b mbintjunduljub gnpénnnipiniuikp, hiyybu twb jnghu-
wnplw b ntunignid: Uju hnpdusnmid JEpnudynid E, pt hiywtiu ki «hiptwupnipni» b
«@uqUulijub wphbunwjwt pubtwuwiinipniy hwujwugnipnititpp dbwnpdt pw-
nupwlwbnipjub, hpuniiph b kphugh npnpuikpnd’ wewgwpltiny gnpswenipw-
jhu Uninkgnud, npp hwdwhnt by £ dudwbwlwlhg puquuljut ypuljnhluyht b wphtu-
nuljub putujuinipjudp yuydwtwynpjws unp gnpswnnypubpht: 8nyg b wipynd,
pt hsytu £ ghnwljut b pnwquujupuljut gpuljutinipiniip wunhfwbwpwn plnuwg-
k] LAWS-h onipg dun]npyud opuljupgp wignid junupking nhyh «wjgnphpdughi
wuwbkpuquh» b aquonyubuluwl wphbunwljub puwbwlwbnipyui» wykh pungp-
Ynit mkumpinitiukp: Uju hhuph ypu wpwownpyynid k Epkp wnwigpny Junnigusd
YEpniswlub opowtiuly’ Yhpundwh byuinwly, wqnbgmpynibibph wkuwlubp b npkpw-
Juwnwpnid npnpnidubph onpuynud, hasybu twb tkpuyugynid tu hipttwywp qkupw-
jht hwdwlupgtph (AWS) b dwhwpbp huptwdup qupuwyhtt hwdwlwupgbph (LAWS)
wouwnwtpwhtt vwhdwinidubpp: Bqpuljugynd E, np pwquuljut wphtunwljut
putwjuiinipjut hpuuwlwl, Ephjujui b punqupujut gowhwnndp wnwyk) wpy-
mttwybtwn E, Epp hhdugnid E gnpswnnypubtph, wqpkgnipniuttph b kpwhuljdwt duk-
nh Yypw, wyy ng pl vhuybt nkpdhttwputwju Abwykpynidutph:

Puittuh punhkp - rwquwiwl wphbunwlwl pubwlwingendl, dwhwpkp pbphugup
qhapuypl hunlwupglp (LAWS), piplujup gElipughi hwdwlupglp (AWS), uyqnppye-
dughlt quwnmbpugd, dhowgguypll dwuppuuppuwluwi ppu/nibp, dwupnuyhl Jepuhu-
gnid, npnonidlbph wowlgnid, [hpkp b nkpkuwngwlwi gnpénnnipinibikp

TATEBUK JABTSAH — Hckyccmeennslii unmesnnekm 6 60€HHOU cghepe 3a npedenamu
JIEMAnbHBIX  A6MOHOMHBIX CUCHIEM  BOOPYIHCEHUI: KOHUERMYalbHble YMOYHEHUA U
dyuxyuonanvnaa pamka.— 3a nNocieHee NECATUICTUE IOPUIUUECKUE U ITHUECKHE TUCKYCCUH O
MIPUMEHEHUH MCKYCCTBEHHOTO MHTEIUIEKTa B BOGHHON c(hepe B OCHOBHOM COCPEIOTOYMIINCH HA
«CMEPTOHOCHBIX aBTOHOMHBIX cHcTeMax BoopyskeHuit» (LAWS) u Tak Ha3bIBaeMbIX «poOoTax-
youiinax». Bmecte ¢ TeM coBpeMeHHBIE BOCHHbBIC NMPUMEHEHUsS] MCKYCCTBEHHOI'O HHTEIUIEKTa
HUMEIOT CYIIECTBEHHO OoJjice MIMPOKUH XapaKTep M OXBAThIBAIOT Pa3BeAKy, HaOMIOJeHHE U
pexorHocumpoBky (ISR), momnepxky NpHHATHS pEUIeHHHd B CHCTEMax KOMAaHIOBAaHHS H
ynpasienus (C2), kubep- U UHPOPMALMOHHbIE ONEPaLUH, a TaKKe JIOTUCTUKY U oOyuyeHue. B
CTaThe aHANM3HpyeTcs (HOPMUPOBAaHHE MOHITHI «aBTOHOMHS» U «BOEHHBIH HMCKYCCTBEHHBIH
MHTEJUIEKT» B paMKax IMOJHWTHUKH, IIpaBa M 3THKH M Ipeanaraercs (yHKIHMOHAIBHBIN MOAXOM,
COITIACYIOLIUICS C COBPEMEHHOM BOCHHOMU MIPAKTUKOM U HOBBIMU (DYHKLUSMHU, 00YCIIOBIEHHBIMU
passutreM UU. TTokazaHo, kakuM 00pa3oM Hay4Hasi ¥ CTpaTeruuecKkas JUTepaTypa MmocTeHeHHO
pacmupuiia IIOBECTKY, I€pBOHAYalbHO cocpefoToueHHyro Ha LAWS, mnepeiing x Ooiee
KOMIUTEKCHBIM KOHIICTIIIMSAM «aITOPUTMUYECKON BOWHBDY M «HCKYCCTBEHHOTO HHTEIUIEKTa B
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obopoHe». Ha 3Toif 0CHOBe B cTaThe Mpe uIaraeTcs aHAITUTHIeCKast paMKa, TIOCTPOCHHAs IO TPEM
OCSIM: 1IeJTb IIPUMEHEHHSI, THITBI CO3JaBACMbIX HJIN 00ecriednBaeMbIX 3(D(GEKTOB U POJIb CUCTEMBI
B IETIOYKE MPHHATHS perreHni. Takke dopMymupyroTcs paboune ompenerneHnss aBTOHOMHBIX
cucteM BoopyxeHuit (AWS) 1 JieTaabHBIX aBTOHOMHBIX cucteM BoopyxeHnuit (LAWS). Jlenaercst
BBIBOJ O TOM, YTO ITIPaBOBas, STUUECKAass M ITOJUTHYIECKAs OIEHKA BOCHHOTO HCKYCCTBEHHOTO
UHTEJIEKTa sBsieTcs Oonee 3(h(eKTHBHOM, KOTa OHAa OCHOBBIBACTCS Ha aHanu3e (GYHKIMH
cucTeM, uX 3Q(HeKkToB 1 GopM KOHTPOIA, a HE TOIBKO Ha TEPMUHOJIOTHIECKHUX (hOPMYITHPOBKAX.

KnroueBble cJ10Ba: 60eHHblll UCKYCCMGEHHbIN UHMELNEKM, TeMAbHble a8MOHOMHbIE CUCTIEMbL
soopyascenuti (LAWS), asmonomusie cucmemvl oopyocenuii (AWS), ancopummuueckas 6ouina,
MeHCOYHAPOOHOe 2YMAHUMAPHOE NPaso, 4YenoeyecKuti KOHMPOb, NOO0EPICKA NPUHAMUL
pewenuil, Kubep- u uHopmayuonuvle onepayuu.
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