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Secure computation platforms are becoming one of the most demanded
cryptographic tools utilized in diverse applications, where the performance is
critical. This point makes important the optimization of every component of
secure computation systems. Oblivious Transfer (OT) is a fundamental cryp-
tographic primitive heavily used in such protocols. Most of the OT protocols
used today are based on public-key cryptography, hence their efficiency suffers
heavily from the number of modular exponentiation operations done.
OT extensions were introduced to reduce the number of basic OT protocol
execution rounds requiring public-key cryptography operations. Recently a
white-box cryptography based OT protocol (WBOT) was introduced that avoids
using expensive public-key operations. In this article extension protocols for
WBOT are presented, that further improve the novel approach by dramatically
decreasing the protocol invocation count required.
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Introduction. Nowadays there are billions of devices connected with each
other in local networks and the internet. While a few decades ago secured data
transactions were mainly used for military purposes, today the internet of things,
cloud storages, online financial transactions and digital rights management problems
exploit cryptographic tools and heavily depend on their security and efficiency. The
diversity of applications also causes diversity of execution environments and require-
ments from the cryptographic tools used.

White-Box Cryptography. The purpose of white-box cryptography (WBC) is
provision of security for cryptographic assets in environments, where the
attacker can not only eavesdrop the communication channels, but can possibly gain
advantage of using additional information such as system calls, memory
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snapshots or even algorithm and protocol full implementations. Cryptographic
techniques secure in black-box context are subjects to key extraction attacks in in-
secure environments, so other techniques are needed. WBC, on the contrary, uses
secret key for generation of the encryption/decryption tables, which are further used
for the appropriate operations. Several implementations of widely used ciphers and
cryptanalysis techniques [1H5] are already developed by researchers. Also such
companies as Microsoft, Apple and Sony have developed and use white-box
techniques and patents in their production [[6H3]].

Oblivious Transfer. Oblivious transfer (OT) protocol was introduced by
Rabin [9]. In its initial formulation OT protocol involved two parties called S and
R. In Rabin’s original formulation S sends a message to R with delivery probability
1/2, but remains oblivious whether the client received the message or not. According
to another variant of OT protocol, called 1 — out — o f — 2 OT, introduced later by Even
et al. [10], S has two messages mg and m; and R has a selection bit s. The goal of
R is to receive my, without revealing selection bit s. The goal of S is to keep secret
mj_s. More generalized version of OT protocol (1 —out —of —n OT) was intro-
duced in [11]]. In extended version S holds n messages myg, mi,...,m,_; and R has
selection index s € [0,n). After execution of 1 —out —of —n OT protocol R receives
message ms and stays oblivious about all other messages, without leaking selection
index s to S. Several variants of public-key cryptography based OT protocols with
improvements for the ones mentioned above were developed in recent years [[12}/13]].
An alternative approach to these a novel white-box cryptography based OT protocol
was proposed (WBOT) [[14]]. The protocol is designed to rely on any secure block
cipher white-box implementation.

Secure Computations. Secure multi-party computation (SMC) protocol
involves n parties Py, P»,...,P,—1 with respective private inputs xy, xp,...,X,—1 wish
to compute a common agreed function f on their inputs without revealing anything,
but the value f(xq,x2,...,x,—1). Theoretical researches on secure computation have
been studied since mid 1980, after feasibility results illustrated the possibility of
computation of any efficient function in securely manner. However, intensive re-
search for bringing up secure computations to wide usage begun only a decade ago,
starting from seminal implementation of Yao’s garbled circuits protocol in Fairplay
platform [15]]. Currently there are several protocols for solving this problem. OT
protocol plays crucial role in Yao’s garbled circuits protocol [[16]], where it is used
to securely exchange garbled keys between parties. 1 —out —of —2 OT protocol
is executed for every input bit of one party. Another notable protocol for SMC is
introduced by Goldreich, Micali and Wigderson in [[17]. This protocol also works
on Boolean circuits, but the evaluation of gates is done by multiple participants and
communication between them heavily exploits OT.

OT Extension. OT extension protocol was introduced in [[18]], which extend
few costly base-OTs by symmetric cryptography use only. While this protocol was
of theoretical interest, Ishai et al. constructed the first known practically efficient OT
extension [19]]. The latter protocol confirmed that the extending Oblivious Transfer



42 Proc. of the Yerevan State Univ., Phys. and Marth. Sci., 2016, N0 1, p. 40

can be done efficiently and with very little overhead. Recently, the passively secure
OT extension protocol of [19] was improved by [20,21]].

WBOT Extension Protocols. These protocols are considered in the random
oracle model. H : [m] x {0,1}* — {0,1}" and G : {0,1}* — {0,1}™, where k is a
security parameter.

Definition 1. The m-times 1 —out —of —2 WBOT functionality for
[-bit vectors, denoted m x WBOT |, is defined as follows: The sender S holds m pairs
of vectors {x?,x}}. The receiver R has m selection bits (ro,ry,...,rm—1). After the
invocation of the protocol R should have m vectors x;:’ while staying oblivious of the
other vectors and R stays unaware of the selection bits.

The Protocol 0 presented below replaces m x WBOT,; with k x WBOT|,
resulting the same output with less /-bit WBOT invocations.
Protocol 0:
Inputs:
S: m pairs of [-bit vectors (x?,x})
R: vector of selection bits r = (rg, 7y, ..., Fm—1)
Step 1:
S initializes a k-bit vector s randomly
R initializes a m x k matrix 7" with the random oracle
Step 2:
WBOT is invoked, where R plays the sender with inputs {#;,7;®r}, i € k, and S plays

the receiver with input s
Step 3:

S sends m pairs of [-bit vectors (y?,y}) to R, where y? = x? ®H(j,q;), and
y}- = x} @ H(j,q; ®s), where ¢, is the j™" row of the matrix received by S in
Step 2 with columns ¢’

Step 4 :

R outputs z; Zy;j D H(j,t)).

The Protocol 1 below replaces m x WBOT; with k x WBOT, resulting in reduction
of both, WBOT invocation count and length.

Protocol 1:

Inputs:

S: m pairs of [-bit vectors (x?,x})

R: vector of selection bits r = (rg, 71, .., Fm—1)

Step 1:

S initializes a k-bit vector s randomly

R initializes k pairs of random k-bit vectors {k?, k! }

WBOT is invoked, where R plays the sender with inputs {k?,k!} i € [0,k) and S plays
the receiver with input s
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Step 2 :

R constructs m x k matrix T, where t' = G(k?)

Rsends u' =t @ G(k!) @ rto S forall i € [0,k)

S constructs m x k matrix Q, where ¢' = s; xu' & G(k]")

Step 3:

S sends m pairs of [-bit vectors (y?,y}) to R, where y? = x? ®H(j,q;), and
yj =x} @ H(j,q; ®s), where g; is the j” row of the matrix received by § in
Step 2 with columns ¢

Step 4 :

R outputs z; :y;j ©H(jt)).

Provided with WBOT proved secure with semi-honest participants (both parties

follow the protocol, but try get more information “legally”) [[14] it is easy to show
that these extensions do not reduce the security in the random oracle model. Below it
is provided the proof of correctness of Protocol 1. Protocol O can be proved correctly
with similar considerations.
Proof of Correctness. What we need to prove is that z; = x

First of all lets find a relation between ¢; and 7;:
inStep2 ¢' = s;xu' ®G(k)") , where ! =1 & G(k!) ®rand ' = G(k)),
from these three formulas we get

¢ =s5ix (G @Gk} ©r)@G(kT) = 5i% G(k)) @ 5i % G(k}) ® si % r © G(KY).
Whens; =0, s;xG(k)) ®s;*G(k!) ® G(k]') = G(K?)
ands; =1, s;xG(k))Ds;x Gk @G(k)) = G(K)),
s0 ¢ =s;xr®G(KY) = s;xr®t', therefore, g; = s+ r; Bt
Now lets apply this result to outputs z; = y;j S H(j,tj):
Casel:r;j=0
Zj :y(}@H(j,tj) and from Step 3 y? :xg@H(j,qj), )
2 =X H(j,q) ©H(j 1)) =x] O H(j,s %1, ©1)) DH(j, 1) = x].
Case2:rj=1
Zj :y}- ®H(j,t;) and from Step 3 y} :x}- ®H(j,q;jPs),so
Zj :x} D®H(j,q;®s)DH(j,t;) :x} SH(j,sxrj®tj®s)DH(j,t)) :x}.
In both z; = x;j , so Protocol 1 works correctly.

T
IR

Conclusion. In this article two extensions are provided for white-box
cryptography based OT protocols. These protocols are mainly applied to speed up
secure multi-party computations. The number of actual protocol invocations required
is decreased in order of magnitude depending on the security parameter provided.
These extensions prove the possibility of construction of secure OT protocols, which
are not based on public key cryptography primitives. It is the next huge milestone
to change the protocols for widening adversary model, where the provided protocol
extensions are secure without loss of their efficiency.
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