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OPERATIONAL ENVIRONMENT FOR DYNAMIC LOADING
AND MANAGEMENT OF MODULAR APPLICATIONS
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Ensuring modularity under strict resource constraints is a critical challenge
in the design of embedded systems. This paper presents “Part Only RTOS”,
an operational environment developed for devices based on 8-bit ATmega2560
microcontrollers. The core feature of the proposed system is the ability to
dynamically load and execute application modules (in .bin format) from an
SD card without requiring full hardware reprogramming. The developed three-
tier architecture, comprising the Launcher, Bootloader, and Kernel, ensures
reliable software validation via unique pattern matching and efficient memory
utilisation. Experimental results demonstrate that the system kernel occupies
less than 2.5 KB of Flash memory, and the loading time for a 10 KB module
is approximately 132 ms. This solution enables the creation of flexible and
high-performance modular embedded systems on low-power microcontroller
platforms.
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Introduction. The rapid evolution of the Internet of Things (IoT), wireless
sensor networks (WSN), and autonomous embedded devices has fundamentally
transformed the requirements for resource management in low-power computing
environments. Despite the emergence of high-performance 32-bit architectures, 8-bit
microcontrollers, particularly the Microchip AVR ATmega series, remain a cornerstone
of industrial and educational applications due to their cost-effectiveness, deterministic
behaviour, and low power consumption [1,2].
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However, the traditional monolithic firmware approach, where the entire
application logic is compiled and flashed as a single binary presents, a significant
bottleneck in modern modular systems. In such architectures, any functional update or
the addition of a new task requires a full memory erase and a complete reflashing cycle
via external programming hardware or In-System Programming (ISP) interfaces [3].
This lack of flexibility limits the adaptability of devices in remote or field-deployed
environments, where physical access for reprogramming is often impractical.

While several Real-Time Operating Systems (RTOS) have been adapted for
AVR platforms, such as FreeRTOS or specialised kernels discussed by Logutenko et
al. [4], they often suffer from high overhead in terms of Flash and SRAM footprint.
Moreover, most existing solutions do not natively support dynamic application loading
from external storage (e.g., SD cards) on 8-bit platforms, primarily due to the architec-
tural limitations of Harvard architecture microcontrollers regarding code execution
from non-Flash regions and the complexity of runtime memory management [5, 6].

The proposed “Part Only RTOS” addresses these challenges by introducing a
hybrid, modular operational environment designed specifically for the ATmega2560.
The primary innovation of this system lies in its ability to dynamically load, validate,
and execute modular applications (.bin files) from an SD card without requiring a
full system reboot or external computer intervention. This is achieved through a
coordinated three-tier architecture:

A High-Level Launcher: Providing a user interface via UART for file system
navigation and module selection.

A Specialized Bootloader: Responsible for sector-specific Flash writing and
integrity verification using unique “Kernel Pattern Matching.”

A Lightweight Kernel: Managing task execution, crash detection via “Stack
Canary” mechanisms [7], and future energy-aware scheduling [8].

By implementing a strict memory footprint (under 2.5 KB for the Kernel) and
achieving sub-200 ms loading times for 10 KB modules, this research demonstrates
that modular flexibility and RTOS-like capabilities can be efficiently integrated into
resource-constrained 8-bit environments. The following sections detail the problem
formalisation, the technical implementation of the dynamic loading mechanism, and
the experimental results regarding memory fragmentation and power efficiency.

Problem Description. The architecture of 8-bit AVR microcontrollers, such
as the ATmega2560, is based on a modified Harvard architecture, where program
memory (Flash) and data memory (SRAM) are physically separate. Traditional
firmware deployment models utilise the entire Flash space as a monolithic block.
This creates several critical issues in modular development:

1. Fixed Functionality: Once the hex file is written to Flash, the device
is locked into a specific set of tasks. Changing a single logic module requires
re-compiling the entire project and reflashing the chip.

2. Memory Volatility and Safety: Implementing dynamic loading requires
a reliable method to jump between code segments. Without a supervisory kernel,
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a jump to an uninitialized or corrupted Flash address can lead to undefined behaviour
or permanent system hangs [9].

3. Validation Gap: On-the-fly loading from external media (SD card) bypasses
the standard verification tools of IDEs. Thus, a mechanism is needed to ensure that
the binary file on the SD card is compatible with the resident Kernel version.

To solve these, the Part Only RTOS formalises the application as a
“Module” that must reside in a predefined Flash section, linked against a specific
library (kernel_lib), which embeds a 27-byte validation signature.

Proposed System Architecture and Solution. The proposed system is divided
into three functional domains to ensure isolation between the management layer and
the application logic. The proposed environment is based on a three-tier architecture
designed to decouple the hardware-specific operations from the application logic.
The structural diagram and the high-level data flow between these components are
illustrated in Fig. 1.
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Fig. 1. Structural diagram and data flow of the system.

Module Structure and Execution Model. The implementation of dynamic
modularity on the 8-bit ATmega2560 architecture is based on a fixed-address execution
model. In this approach, each application module is developed as a standalone
binary image, specifically linked to start at the base Flash address of 0 x 0000.
By utilising a shared interface through “kernel.h” and a static library “kernel.a”,
the system ensures that all external function calls and hardware references are resolved
during the compilation phase. This static relocation strategy is crucial for resource-
constrained systems as it eliminates the overhead of a dynamic loader or a Memory
Management Unit (MMU).
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The Application Binary Interface (ABI) follows standard C-calling conventions,
where the kernel exposes essential system services like UART communication and
timer management via the shared library. When a new module is loaded, the Bootloader
overwrites the application section of the Flash memory, including the Interrupt Vector
Table (IVT). This mechanism allows the newly loaded module to take partial control
over the hardware interrupts. While the module can define custom Service Routines
for specific application-level tasks, critical system interrupts-such as the system tick
for the scheduler and UART communication-remain managed by the Kernel’s resident
section. By preserving these core vectors in the protected Bootloader and Kernel
space, the system ensures that modular applications cannot inadvertently destabilize
the underlying operational environment, maintaining a robust separation between
user-level logic and system-level services.

Hardware Interface and Simulation Model. The physical layer consists of the
ATmega2560 MCU, an SD card module interfaced via the Serial Peripheral Interface
(SPI), and a UART-to-USB bridge for user interaction. Before physical prototyping,
a full-scale simulation model was developed in Proteus VSM to validate the SPI
communication timings and Flash page-writing cycles.

Software Integrity and Validation Logic. The security model of
“Part Only RTOS” currently utilises a 27-byte wunique identifier
KERNEL_LIB:BUILD_NUMBER:0.1 embedded within the binary modules.
It is important to characterize this mechanism primarily as a structural validation
tool rather than a comprehensive cryptographic defence. This signature ensures
that the Bootloader only recognises and processes files specifically compiled for the
compatible version of the Kernel, preventing the accidental execution of foreign or
malformed binaries.

To mitigate the risks of data corruption during SD card read operations or
potential unauthorised modifications, the architecture is designed to support the imple-
mentation of a Cyclic Redundancy Check (CRC-32). By calculating and verifying
the CRC checksum during the page-by-page flashing process, the system can ensure
high-level data integrity without the prohibitive computational costs of asymmetric
encryption. This tiered approach to security allows the system to remain lightweight
while providing a clear path for future security optimisation.

Dynamic Loading Mechanism (The Launcher). The Launcher is the primary
interface between the user and the file system. Using the Petit FatFs (PFF) library [3],
it scans the root directory of the SD card for files with the .bin extension. The loading
process follows a strict sequence:

1. Power On: The Launcher identifies the selected file and reads the header.

2. Signature Verification: It searches for the 27-byte “Kernel Pattern.” If the
pattern is not found, the loading is aborted to prevent “bricking” the device with
incompatible code.

3. Bootloader Handover: Once verified, control is passed to the Bootloader
section (starting at address 0 x 3E£000).
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The Specialised Bootloader. Unlike standard bootloaders used for ISP, this
bootloader is optimised for internal Flash-to-Flash transfers. It reads sectors from the
SD card and uses the spm (Store Program Memory) instruction to write the data into
the Application Flash section in 256-byte pages (Fig. 2).

Reset button =
5V ‘r R2 —0 GND

U1

REseT PFOADCO
PFYADGT

XTAL1 PF2IADC2
XTAL2 PFIADCS
PFA/ADCATCK

16MHZ PAOIADO PFS/ADCSITMS
CRYSTAL PATIAD1 PFSIADCA/TDO
PAZIADZ PRTIADCTITON

L/ PAYAD .
0, x PA4/AD4 PGOWR
8 583 - CIZI PASIADS PGIRD
1 : {} PAGIADG PG2ALE

AL PATIADT PGITOSC2

ol PG4/TOSC1

SD CARD

SD Card

|af fe ,g_

—-1

©e

FRPREEL

PG5/0C0B

L PB/SCKIPCINTT
PB2/MOSIPCINT2 PHORXD2
PHITXD2
PB4IOCZAPCINTA PH2XCK2
PBSIOCIAPCINTS PHIOCAA
PBGIOCIBIPCINTS PHA/OC4B
PB7IOCONOCICIPCINT?  PHSIOCAC
PHE/OC28
PCO/AB PHIIT4
PC1IAY
PC2AT0 PUORXDIPCINTS
PCI/AIT PUITXD3IPCINTI0
PCa/ATZ PU2IXCKIPCINT11
PCS/AS PUIPCINT12
PCO/ATE PUPCINT13
PCTIAS PUSIPCINT14
PUBIPCINTIS

Virtual terminal D1
LED-RED

™ R1
220
PDO/SCLINTO
PDY/SDA/INT!
PD2RXD1/INT2 PKO/ADCBIPCINT16
PDITXDI/INTS PK1/ADCOIPCINT17
PD4/ICP1 PK2/ADCIOPCINT18
PDS/XCK1 PKI/ADCH1/PCINT19

[lEEFEEEE B

PDEIT1 PK4/ADC12/PCINT20
PD7/TO PKS/ADC13/PCINT21
PK6/ADC14/PCINT22

DC15/PCINT23

PE1/TXDO/PDO
PE2/XCKO/AINO PLONCP4
PE3/OC3AIAINT PLI/ICPS
PE4/OC3B/INT4 PL2ITS
PES/OC3C/INTS PL3OCSA
PEBITI/INTG PL4/OCSB
PE7/ICP/CLKO/INT7 PLSIOCSC

|
1
of 1000F

FEEEEEE EREEREE RREREERE RERERRER FREERE TeRERERR

)
2

AREF PL7
Avee

Bl LM

1

w % v
VOLTAGE GENERATOR TMEGAZ560

7805

Fig. 2. Proteus simulation model of the Part Only RTOS hardware environment,
including SD card, SPI interface, red-led indicator, reset button, voltage generator,
16 Mhz Crystal and UART monitoring virtual terminal.

System Resilience and Power Interruption Handling. A critical consideration
for embedded systems is operational stability during power fluctuations. The “Part
Only RTOS” architecture is specifically designed to be resilient against power failures
during the flashing process. Because the Bootloader is physically isolated in the high-
memory section (0 x 3£000) and does not self-overwrite, it serves as a permanent
recovery environment. If an interruption occurs while a module is being written to
Flash, the system will not “brick™; instead, upon power restoration, the hardware is
programmed to initialise the Bootloader. The Bootloader then detects the corrupted
state through signature mismatch and allows the user to re-authorise the loading
sequence from the SD card. This ensures that the core logic remains secure and the
device remains maintainable even in unstable industrial environments.

Main Result. To evaluate the performance and efficiency of the Part Only
RTOS, a series of experiments was conducted using the hardware configuration.
The primary metrics focused on memory footprint, module loading latency, and
system stability during task execution.
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Memory Utilisation Analysis. One of the most significant achievements of
this kernel is its minimal impact on the ATmega2560’s limited resources. The kernel
occupies approximately 2560 bytes of Flash, which is roughly 1% of the total available
space. The SRAM usage was analysed using static analysis of the ELF sections and
runtime monitoring. As shown in Fig. 3, more than 94% of the SRAM remains
available for modular applications and dynamic heap allocation.

@ PuTTY (inactive) — (] X

Fig. 3. Operational Workflow of Part Only RTOS.

As shown in Tab. 1, the kernel footprint is optimised to leave more than 94%
of the SRAM (7761 bytes) available for modular applications and dynamic heap
allocation.

Table I

Kernel Memory Footprint on ATmega2560
Memory Type Segment Size, Bytes | % of Total Description
Flash Kernel Code 2560 ~1.0 Core logic & drivers
SRAM .data 350 ~4.27 Initialized variables
SRAM .bss 79 ~0.96 Uninitialized variables
SRAM .noinit 2 ~0.02 Stack Canary
Total SRAM | Used by Kernel 431 ~5.26 7761 bytes free

Loading Performance and Latency. The dynamic loading speed is a critical
factor for the system’s responsiveness. We measured the time taken from the moment
the user confirms the selection in the Launcher to the moment the application starts
execution. The total loading time for a standard 10 KB module was recorded as 132 ms
(£ 4 ms). This duration includes:

e SD card sector seeking and reading.

e Pattern matching and validation.

e Flash page erasing and writing (SPM cycles).
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Experimental Results. The experimental results for the module loading
process are summarised in Tab. 2. As demonstrated, there is a linear correlation
between the binary size and the loading duration. For instance, a 10 KB module
is loaded and initialised in 132 ms, which characterises the system’s efficiency in
handling dynamic modularisation on 8-bit hardware.To evaluate the performance of
the proposed system, loading latency was measured using the internal 16-bit Timerl,
providing a resolution of 1 ts. The loading process encompasses SD card initiali-
sation, file system overhead via Petit FatFS, and the sequential flashing of 256-byte
pages. Our benchmarks characterise a linear relationship between module size and
loading time. Using a Class 10 SD card, the primary bottleneck was identified as
the Flash memory write cycle (approximately 4.5 ms per page) rather than the SPI
transfer speed. At an SPI clock frequency of 4 MHz, the system achieves a consistent
throughput, allowing developers to precisely estimate the boot-up time based on the
binary footprint of their specific application modules.

Table 2
Module Loading Latency on ATmega2560 (at 4MHz SPI)
Module Size, KB Flash Pages Loading Time, ms Transfer Rate, KB/ s
1 KB 4 13.2 ~75.7
2 KB 8 26.4 ~75.7
4 KB 16 52.8 ~75.7
8 KB 32 105.6 ~75.7
10 KB 40 132.0 ~75.7
16 KB 64 211.2 ~75.7
32 KB 128 422.4 ~75.7

Reliability and Error Handling. During the testing phase, the system was
subjected to “corrupted module” tests. When a .bin file without the 27-byte signature
was provided, the Launcher successfully aborted the process, preventing system
failure. Additionally, the Stack Canary (the 2-byte .noinit segment) was monitored; it
successfully triggered a system reset when a simulated recursive function attempted
to overflow the stack, ensuring the integrity of the kernel.

Software and Hardware Environment. To ensure the reproducibility of the
reported results, the following technical environment was used: C Programming
Language (standard C), avr-gcc Compiler (version 7.3.0), Microchip ATmega2560
(16 MHz external crystal oscillator), SD/SDHC card (FAT16 formatted) using SPI,
Proteus VSM version 8.17, and PuTTY terminal emulator.

Comparative Analysis. The “Part Only RTOS” offers a unique trade-off between
the flexibility of dynamic loading and the minimal resource footprint of 8-bit archi-
tectures. Compared to traditional Arduino bootloaders (e.g., Optiboot), which only
allow full firmware updates, our system recognises and loads independent functional
modules without affecting the core kernel. Although sophisticated real-time kernels
like FreeRTOS provide comprehensive task management, they lack native support for
SD-based dynamic module loading on low-power MCUSs such as the ATmega2560.
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The proposed system fills this gap by prioritising modularity and recovery over
complex task pre-emption, making it more suitable for field-maintainable industrial
controllers, where a full re-programming is impractical. The functional comparison is
provided in Tab. 3.

Table 3

Comparison of features between Part Only RTOS and existing solutions

Feature Arduino Bootloader FreeRTOS Part Only RTOS
Dynamic  Module no no yes (via SD)
Loading
Minimum RAM Foot- very Low 6-10 KB < 1 KB (Kernel)
print
8-bit Optimization yes limited high (specialised)
Update Mechanism full reprogramming | compilation-based | modular execution

Conclusion. In this paper, we present the development of the Part Only RTOS,
which proves that modular, dynamic application management is viable even on
highly resource-constrained 8-bit platforms like the ATmega2560. By shifting from
a monolithic firmware model to a three-tier architecture comprising the Launcher,
Bootloader, and Kernel, we have achieved a system that allows for field-updates and
multi-functional task execution without the need for external programming tools.

The experimental validation confirmed that the system maintains a minimal
memory footprint, occupying only 5.2% of SRAM and 1% of Flash, while delivering
high-speed module loading of approximately 132 ms for a 10 KB binary. Furthermore,
the integration of Kernel Pattern Matching and Stack Canary mechanisms provides a
robust safety layer against incompatible code and memory overflows, ensuring system
stability in dynamic environments.
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UNNFUSHL NSUJBIMUOULEh HYPLUUPY ABRLUTL
BJd GUAUJIUNUUWL ONGrU3hNL UbQUIUS,
LEAUUANFSIUWT NHUUWHUNS6rh SUUue

Ltipupnigywd hudwlupgbiph twhiwugddwb dbe ntunipubtiph uwhdwbw-
thwynipyjul wwydwbbbpnd  dnpnywupnipyjud wywhnynuip hwionhuwimd E
wnwigpuyht fulnhp: Snpgudmy thpjuyugymu k“Part Only RTOS” owbpwughnt
vhowquwypp, npp dwlyl b 8-phpwing ATmega2560 dhypnynluppnytinttph
hhipny uvwpptiph hwdwp: Wowownpyynn hwdwlupgh hhdtwluwd wnwhdbw-
hwypympyniipn SD Yphshg Yhpwnwlywt dnpnydtiph (Cbin $npdunpny) nhoundhy
ptintdwl b gnpdwpyiwd htwpwynpipymbd ' wpwig uwppuynpiwb wipnnow-
Jui yJbpwopwgpuynpiwd:  Upuwd bowuphtwb  Sdwpypupuytipnipiniip
(Launcher, Bootloader, Kernel) wwywhnynd £ hnuwh Juhnughw tquyh
alwbidntitinh vhongny U hhpnnnipjwd wpnynibwytig ogipugnpdnid: dnpdawpu-
puul hthpwgnmpnigymbbbpp gnyg b ypyb, np hwdwupgp gpunbgmd E
nonudtitin 2.5 KB hhonnnipeynil, huy 10 KB swjwyny unnnith pinbdwb dudwbwyp
Juqumd t 132 ms:

M. B. ABETHUC{H, K. A. ABETUCAH

ONEPAIIMIOHHASI CPEJA JIJI9 AMHAMUIYECKOI 3ATPY3KU
U VIIPABJIEHIS MOIY/IbHBIMU TPUIOKEHNSIMN
BO BCTPAUBAEMBIX CUCTEMAX

Obecnievenme MOMYJBHOCTH B YCJOBUSIX OTPAHUYIEHHOCTH PECYPCOB
SABJISIETCS KJIIOUEBO 3ajavuell Ipu MPOEKTUPOBAHUYU BCTPAUBAEMBIX cHCTEM. B
craThe IpejcTaBiieHa onepanuontas cpefa “Part Only RTOS”, paspaborannast
JIJTsT yCTPORCTB Ha 6aze 8-6UTHBIX MUKPOKOHTpo LIepoB ATmega2560. OcHoBHO
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0CODEHHOCTDHIO TIPEJTAraeMOoil CHCTEMBI SIBJISIETCS BOZMOXKHOCTD JIMHAMITICCKOMN
3arpys3KH U 3allyCKa NPUKJIAIHbIX Mogyseii (B ¢popmare .bin) ¢ SD-HocuTesist
6e3 HeoOXOMMMOCTH TIOJTHON MEePelpolnBKA 00OpyIoBanusa. PaspaboTanHas
TpexyposHeBas apxurekrypa (Launcher, Bootloader, Kernel) obecneunsaer
HaIE?KHYI0 BAJIMIAIMIO ITPOTPAMMHOTO ODECIIeYeHNUsT C TIOMOIIBIO YHUKAIBHBIX
curiaryp (marrepHoB) u 3ddeKTuBHOE pacipejiesieHne MaMsITH. JKCIepU-
MEHTAJIbHBIE WCCJIEIOBAHNS TIOKA3aJM, 9TO SAPO CUCTEMbBI 3aHUMAET BCErO
2,5 KB Flash-amsitu, a BpeMsi 3arpy3ku Mofy/s oobemom 10 KB cocraBiser
132 mc. lanHOe pellleHre MO3BOJSIET CO31aBaTh MMOKHE U BBICOKOIIPOU3BOIH-
TeJbHBIE MOJIYJbHBIE BCTPAWBAaEMble CHCTEMbl Ha 0a3e MaJIOMOIIHBIX
MUKPOKOHTPOJIJIEPOB.



